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A few facts 

 Many users have Little to No concept of security 

 

 Users use terrible passwords 

 E.g. “A” or “password” or their First Name or {firstname}123 

 

 Many clubs and/or districts publish their content on 
public websites 

 

 WIFI Locations can be easily tapped 

 

 Websites are scanned daily by bots that look at ALL 
publicly available content 

 

 

 

 

 

 

 



Email  

 Email is insecure 

 Nearly all emails are sent in plain-text 

 

 Email names and addresses can be spoofed 

 Anyone can send you an email that looks like it’s from anyone 
else 

 

 Email content can contain viruses/malware 

 Don’t open emails from users you do not know or trust 

 Turn off preview viewers – which do “open” emails 

 

 Email attachments likely contain viruses/malware 

 Never open ZIP and EXE files from someone you do not know 

 



Phishing Email Examples 

 Phishing emails are “fishing” for your information 

 

 Zip Files 

 

 

 Image files 

 

 

 Faxes and Scans 

 

 



Email Scam Examples 

 Example 1 

 

 

 

 

 

 Example 2 

Hi (treasurer first name) 
 
Hope all is well. I would like you to process a payment to a vendor. Kindly email to let 
me know if it can be done today so I can email you the payment instructions now. 
 
Thanks, 
(President's first name) 

Tips: 
punctuation 

Tips:  
Do it today! 



Email Scam Examples 

 A more complicated thread: 

From: {name email redacted} 
To: {email redacted} 
Subject: Re: Attn – (name redacted) 
Date: Tue, 22 Nov 2016 09:42:16 -0700 
  
{Redacted} Sorry {Redacted},I'm having a mouth ulcers  
,can't speak up on phone!Can you please confirm to me our 
available balance as soon as possible in other to send out 
to you details and information to proceed with the 
transfer.Waiting to read from you!Thanks,{name redacted}Call 
me  519-817-8589----- Original Message Follows  
-----From: {name email redacted} To:  
{email redacted}Subject:  Attn – {name redacted}Date: Tue, 
22 Nov 2016 04:47:12  -0700>{redacted},I need you to set up 
a bank transfer for  a>payment ,let me know if you can 
handle this right away so I>can  send you the bank details 
and can you please confirm to>me the available  current 
account balance .waiting for>your reply.Thanks.{name 
redacted}. 
</blockquote></BODY> 

Tips:  
mal-formed HTML 

grammar 

mailto:sweety@mnsi.netSubject
mailto:sweety@mnsi.netSubject
mailto:sweety@mnsi.netSubject
mailto:sweety@mnsi.netSubject


Email Scam Examples 

 Another example: 

Hi {name redacted} 
 
I will need your help to make a  transfer  into the account below..The 
account details as follows: 
 
Bank Name:CHASE Bank 
Account Name: {Name Redacted} 
Account Number:738789283 
Routing Number :322271627 
Bank Address:17317 Main St,Hesperia,CA 92345 
 
Amount to be transfer:$71,150.00 
 
Let me know when the transfer is done .I will be waiting for your email 
with the payment confirmation copy.I will really appreciate if you could 
get this done for me swiftly . 

 
Waiting to read from you 

Tips:  
Verify owner with Bank 

Out of town Bank 
Pressure to act fast 

Syntax: double 
periods, no space 



Emails: from your bank 

 Ignore emails from your Bank 

 

 Easy to duplicate 

 Sent by anyone 

 Links off to shell 
Sites to capture 
credentials 

 

 

 

 

 Go online directly yourself – not via an email link 

 If you have to – look at the link – CAREFULLY!!! 



Emails: from your telco 

 Ignore emails from your phone company 



Emails: order confirmations 

 Unsolicited order confirmations 

 

 Don’t click on the  
links 

 

 Go directly to  
vendor’s site 
- or – 
FedEx/UPS tracking 

 

 

 



Emails: Zipped Invoices 

 DO NOT click on ZIP files!! 

 Ignore requests for more information / payments 



Emails: Help – out of the country 

 Need money to get home – no you don’t!! 

 

 

 

 

 

 

 

 

 A Prince wants to share a huge some with you? 

 Nope – your not going to get rich playing along 



Skype: links & friend requests 
 Please DO NOT: 

 Click on strange looking links (even from friends) 

 

 

 

 

 Accept friend requests from people you DON’T know 

 

 Best Practice: 

 Block unsolicited friend requests and spammers 

 

 

 

 



Things you should do  

 Members 

 Change your password: 

 Change MemberID or ZipCode password to something else 

 

 Use STRONG Passwords!!: 

 8 characters or more 

 Upper/lower case 

 Numbers 

 Special Characters ($^&*!) 

 

 Use different passwords on different websites 

 

 Think about your security levels – who needs access to what 

 



Things you should do 

 Clubs/Districts 

 Information Sharing 

 Evaluate EVERYTHING posted on the websites and/or club 
bulletins and district newsletters 

 Implement a Club/District Communications Officer that has 
responsibility for information sharing 

 Make sure your webmaster is well-versed in security and data 
protection 

 Use STRONG passwords for website administration 

 Procedures: 

 Implement a standard CHECK REQUEST form  

 Pay no invoice without an invoice counter signed by the project 
chairman or responsible party 

 Counter-sign invoices for payment 

 Implement dual-signature checks 

 

 

 



Example Check Request Form 

 Check Request 
Form example 

 

 With thanks to RC 
of Villa Park 



Websites 

 Please DO NOT: 

 Include email addresses on websites 

 Include phone numbers of members 

 Use weak admin passwords 

 

 Best Practice: 

 Use built-in DACdb blindside email links 

 Limit information about members 

 Limit publication of documents with 
personal data 

 Notes: 

 Evaluate the risks of where and when 
emails are exposed (e.g., maybe district 
leaders on a district site) 



Websites 

 Please DO NOT: 

 Include links to a complete District Directory 

 Include district and club financials 

 (It may need to be public – but not for the World) 

 

 

 Best Practice: 

 Use “Secure Files” 

 



What does DACdb store?  

 Member Information (Info Tab) 

 Spouse / Partner Information (Spouse Tab) 

 Contact Information (Contact Tab) 

 Email 

 Address 

 Social Media Links 

 Phone Numbers 

 Participation Data (PData Tab) 

 RLI Class Information (Class Tab) (new) 

 Bio/Degree information (Bio/Notes) 

 Club Officer Positions (Club Edit) 



DACdb does NOT Store  

 Credit Card numbers 

 Including expiration dates and CVV (number on back) 

 

 TRF Contributions 

 We print out a form which is not saved 

 

 Social Security Numbers 

 

 Other sensitive data 

 DACdb stores almost nothing that can’t be found with some 
persistent Googling. 



Responsibilities  

 Clubs and Districts are responsible for: 

 ALL content they post – especially on public websites and 
published materials 

 Assigning appropriate security levels to members 

 Ensuring that club/district officers, and other members, are 
aware of, and follow, both RI and club/district rules and 
procedures 

 

 

 DACdb is responsible for: 

 Securing user credentials 

 Securing Secure Files system  

 Keeping the database secure 



The Bottom Line 

 The internet is not safe.  PERIOD!! 

 There are 100,000’s out there trying to hack/scam you 

 Kids in China are not fed until they hack you!! 

 So easy to steal an identity – so difficult to fix it. 

 This season: over 1,100 fictitious websites 

 There are tons of phishing emails!! 
 Phishing is a form of fraud in which the attacker tries to learn information 

such as login credentials or account information by masquerading as a 
reputable entity or person in email, IM or other communication channels. 

 DO NOT rush or feel pressured 

 If you go to foreign countries, assume ALL your 
connections are being monitored, tracked and 
captured!   

 (and yes, assume the NSA is doing same here) 

 

 

 



The Bottom Line  

 You need to be on the defensive: 

 Think before you click that link – do you know who sent it? 

 Think before you act – one wrong click and you’re “hit” 

 Open emails only from people you know – the others are NOT 
your friends 

 Never INSERT a thumb drive you find laying around 

 Use STRONG passwords 

 Protect your assets – bank, stocks, etc. 

 Don’t shop (pay) online using public WIFI 

 Use different STRONG passwords on EVERY website 

 Do not access strategic assets on public WIFI 

 Simply wait until you get home or call the bank/broker 

 Do not divulge financials via Email – Pick up a phone! 

 



Take a Test 

 Google and/or Bing: 

 Rotary District XXXX club officers 

 Rotary Club of XXXX club officers 

 Rotary Club of XXXX club members 

 {a member name} or Your Name 

 

 Social Media  

 Review Facebook, Twitter, LinkedIn and other sites 

 

 Ask yourself the question:   

 Am I (are we) sharing too much information? 

 Do we want the hackers, Russians, Chinese or North Koreans 
to see this information? 

 

 

 

 

 



Reference Material 

 Here is some more information about email spoofing:  

 https://en.wikipedia.org/wiki/Email_spoofing 

 

 Here is a site to reverse engineer IP addresses: 

 www.IP2Location.com 

 

 phishing  

 http://searchsecurity.techtarget.com/definition/phishing 
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